WHO®OPMALMNOHHAA ITAMSITKA
JJIAA OBYHAIOIINUXCA Ob UTHOPOPMAIIMOHHOU BE3OITACHOCTHU

C KaX[blM rofioM MO/IOAEXMN B UHTEPHETE CTAaHOBUThCS GO/bLUE, & LKOMBbHWUKA OfHU U3 CaMbIX akK-
TUBHbIX MONb3oBaTeneil PyHeTa. Mexay TeM, NOMUMO OFPOMHOFO KOJMYeCTBa BO3MOXHOCTEW, MHTEPHET
HECeT 1 Npo6nembl. ITa NaMATKa A0/MKHA NMOMOYb Te6e 6e30MacHO HAXOANTLCS B CETM.

Komnbrorepubie BUpychbl

KomnbloTepHbIi BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX MPOrpamMM, OTANYUTENbHO 0COGEHHO-
CTbO KOTOPOIA SIBNSIETCA CMOCOGHOCTb K Pa3MHOXEHWIO. B 1oNonHeHWe K 3TOMY, BUPYCbl MOTYT NOBPEAUTb
WA NOMHOCTBIO YHUUTOXUTL BCE (haii/ibl U jaHHbIE, MOAKOHTPO/bHbIE MO/b30BATENtO, OT MMEHW KOTOPOro
6blna 3anyLleHa 3apaXeHHas NporpaMma, a TakKe NOBPeAWTb UM AaXe YHUUTOXWTb OMNepauyoHHY0 CU-
cTeMy co Bcemy (haiinamu B LienoM. B 60NbLIMHCTBE ClyYaeB pacnpoCTPaHSOTCS BUPYChI Yepe3 MHTEPHET.

MeTO/Abl 3alWTbl OT BPEAOHOCHbIX NMPOrpamm:

1. Mcnonb3yil CoBpPeMeHHbIE OMepaLMoHHble CUCTEMbI, UMEtOLLIME Cepbe3Hblii YPOBEHb 3aliuTbl OT
BPEAOHOCHbIX NPOrpamm;

2. MOCTOSHHO ycTaHaBMBai NavTi (LM poBble 3aniaTku, KOTOpble aBTOMaTUYeCKM YCTaHaB/IMBAKOT-
CA C UeNblo AopaboTKy nNporpaMmbl) U Apyrue 06HOBNEHNS CBOEW OrepalyMoHHON cucTeMbl. CKaumBaid nx
TOMbKO C othmupmanibHOro canta paspabotumka OC. Ecnm cyLlecTByeT peXKMm aBTOMAaTUYeCKOro 06HOBe-
HWSI, BK/OUW €ro;

3. PaboTaii Ha CBoeM KOMMbIOTEPE 1o/, NpaBamMy Mo/b30BaTesNs, a He afMUHUCTpaTopa. 3TO He No3Bo-
NUT GONbLIMHCTBY BPEAOHOCHBIX MPOrpamMM UHCTaN/IMPOBATLCA Ha TBOEM MEPCOHAIbHOM KOMIMLIOTEPE;

4. Vicnonb3yi aHTUBUPYCHbIE MPOrpaMMHble MPOAYKTbI M3BECTHBLIX NPOW3BOAMTENEN, C aBTOMATMYe-
CKMUM OOHOB/NIEHNEM 0a3;

5. OrpaHunyb (HU3MYECKMIA AOCTYN K KOMMNbIOTEPY A/1S1 MOCTOPOHHMX UL,

6. Vicnonb3yil BHELLHME HOCUTENN UHAOPMAaLIMK, Takne KaK (nieLlika, AUCK UK (aiin 13 HTepHETa,
TONbKO U3 NMPOBEPEHHbIX UCTOUYHUKOB;

7. He 0TKpbIBaii KOMMbIOTEPHbIE (haiinbl, NONYUYeHHbIe N3 HEHAEXKHbIX UCTOYHMKOB. [axe Te (aiinbl,
KOTOPbIE NMPWCNa TBOI 3HAKOMbIA. JTyuLle YTOUHW Y HEro, OTNPABAS N OH Te6e KX.

Ceru WI-FI

Wi-Fi - 370 He BW[ nepeaayn faHHbIX, He TEXHONOr1A, a BCero mib 6peHa, mapka. Eule B 1991 rogy
HUAepnaHacKas KomnaHus 3apeructpuposana 6peHs "WECA", uto 0603Ha4ano cnosocoyetaHme "Wireless
Fidelity", KoTopblil NepeBoANTCS Kak "6ecnpoBogHas TOYHOCTL".

[lo Hawero BpemeHW fowina apyras abbpeBmatypa, KOTopas SBMSETCS TaKOW >e TexHOMorneni. 31o
abb6pesmatypa "Wi-Fi". Takoe Ha3BaHMe OblN0 AaHO C HAMEKOM Ha CTaHAapT BbICLUEA 3BYKOBON TEXHUKM
Hi-Fi, uTo B NnepeBoje 03Ha4aeT "BbiCOKas TOYHOCTb".

[a, 6ecnnaTtHbIin MHTEPHET-AOCTYN B Kaghe, OTENAX W ad3ponopTax SB/SAETCS OT/IMYHON BO3MOXHOCTbHO
BbIX0OJa B MHTEPHET. HO MHOrMe 3KCMepTbl CYMATAIOT, UTO 06LLeaocTynHble Wi-Fi ceTn He siBnstoTCs 6e3-
OMacHbIMM.

CoBeTbl M0 6e30MacHOCT paboThbl B 06LWef0CTYNHbIX ceTax Wi-fi:



1. He nepepgaBali CBOKO NMYHYKO MHGopMauuio Yepes obuiegocTynHble Wi-Fi cetn. PaboTtas B HUX,
YKenatesibHO He BBOAMTb Napon AOCTYNA, NOrMHbI U Kakune-TO HOMEpa;

2. cnonb3yii 1 06HOBNAW aHTUBMPYCHbIE NPOrpaMmbl U 6paHamayep. Tem cambiM Tbl 06e30MacuLLb
cebs OT 3aKayKu BMpyca Ha TBOe YCTPOMCTBO;

3. Mpw ncnonb3oBaHun Wi-Fi oTKnouM dyHKumio "O6wmiA AocTyn K haiinam 1 npuHtepam”. [aHHas
(hYHKUMA 3aKpbiTa MO YMOSYaHWMIO, OAHAKO HEKOTOpble MO/b30BaTeNIM aKTUBUPYIOT ee AN yaobeTea mc-
nosb30BaHus B paboTe nn yyebe;

4. He ncnonb3yit nyonnyHblin WI-FI gns nepefayuv MMYHbIX AaHHbLIX, Hanpuvep Ans BbIXo4a B COLM-
a/IbHbIE CETU WU B 3N1EKTPOHHYIO MOYTY;

5. Ncnonb3yi TOMbKO 3alluiieHHoe coeanHeHve Yepes HTTPS, a He HTTP, T.e. npn Habope Be6-
afipeca BBOAM UMeHHO "https://™;

6. B M0oBUIbHOM TeniedpoHe OTKOUN yHKUMIO "TloakmodeHne K Wi-Fi aBTomatuyeckun”. He gonyc-
Kail aBTOMaTUYeCKOro MoAK/IUeHns YCcTpoincTBa K ceTam Wi-Fi 6e3 TBoero cornacus.

CounajnHble ceTH

CoupanbHble CeTU aKTUBHO BXOLAT B HaLLly XXU3Hb, MHOTUE MIIOAM paboTatoT 1 XXMBYT TaM NMOCTOSAHHO,
a B Facebook yxxe 3apernctpvpoBaH MUNINapS, YeoBeK, YTO AB/ISETCA OLHOM CefjbMO BCEX XUTenen nna-
HeTbl. MHOrMe Nonb3oBaTeny He NOHWMAKOT, YTO MH(OPMaLMS, pasMeLLEHHas UMW B COLMaNbHBIX CeTsX,
MOXeT ObITb HaliieHa 1 UCMO0/b30BaHa KeM YrofHoO, B TOM YMC/e He 063aTeNbHO ¢ 61aruMm HamepeHUsMu.

OCHOBHbIE COBETbI N0 6€30MaCHOCTY B COLMa/IbHBIX CETSX:
1. OrpaHunyb CNUCOK Apy3eid. Y Tebs B ApYy3bsiX HE AO/MHKHO BbITb CyYaliHbIX 1 HE3HAKOMbIX NOAEN;

2. 3alyiLali CBOK YaCTHYH XW3Hb. He yKasblBail naponu, TenedoHbl, agpeca, AaTy TBOEr0 POXAeHUs
M APYryH0 NUYHYIO MH(OPMALMIO. 3N1I0YMBbILLIEHHUKN MOTYT MCMO/b30BaTh [aXe MHHOPMAaL Mo 0 TOM, Kak
Tbl 1 TBOW POAUTENN NNAHMPYeTe NPOBECTY KaHWUKY/bI;

3. 3awmiLain cBol penyTaumio - AEpPXKN ee B YMCTOTE U 3afaBali cebe BONPOC: XOTeN Obl Tbl, YTOOI
Jpyruve nonb3oBaTeny BULENN, YTO Tbl 3arpykaells? Nogyman, npexzaie Yem 4to-To ony6/7MKoBaTh, Hanu-
caTb M 3arpysuTb;

4. ECNu Thl TOBOPWLLb C NOALMM, KOTOPbIX HE 3HaeLllb, HE UCTONb3Yii CBOE peanibHOe UMS U APYryto
JINYHYIO0 UH(OPMALIMK: UMSI, MECTO XXMTENbCTBA, MECTO Yuebbl U Mpoyee;

5. M36erait pasmelleHns doTorpaduii B VIHTEpHeTe, rae Thbl M306paXeH HA MECTHOCTU, MO KOTOPOI
MOXHO OMpeaennTb TBOe MECTOMO/OXKEHWE;

6. Mpwn perncTpaumm B coLManbHON CeTU HEOOXOAMMO UCMOb30BaTb CIOXHbIE MApOn, COCTOALLME U3
OYKB M (P M C KOIMYECTBOM 3HAKOB He MeHee 8;

7. Ans coumanbHoii CeTU, MoYTbl U APYrMX CaiiToB HEOGX0AMMO UCMONb30BaTh pasHble naponu. Toraa
ecnu Tebs B3/IOMAOT, TO 3/10yMbILL/IEHHVKI MOyYaT A0CTYN TOMbKO K OAHOMY MECTY, a He BO BCe Cpasy.

DJIeKTPOHHbIE IeHbIH

ONEeKTPOHHbIE [IEHLIM - 3TO OYeHb YA06HbI CNOCO6 NNATeXeii, 0AHAKO CYLLLECTBYIOT MOLLEHHVKM, KO-
TOpble XOTAT NONYUNTb 3TV [IEHBIN.



ONEKTPOHHbIe [eHbI NOSABUIUCL COBCEM HelaBHO M MMEHHO M3-3a 3TOro BO MHOTMX rocyaapcTaax A0
CMX MOP HE MnponmncaHo nNpPpo HMX B 3aKOHax.

B Poccun xe oHM (hYHKLMOHUPYHOT 1 0 HUX YXKe NPOMMCAHO B 3aKOHE, rAe UX pa3fensitoT Ha HECKO/b-
KO BM0B - aHOHUMHbIE U He aHOHUMHbIe. Pa3HMLa B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3peLuaeT-
CA MPOBOANTL onepaunn 6e3 naeHTUMMKaLuM NoNb3oBaTeNs, a B HEaHOHNMHbIX AEHTU(MKaLUA N0Nb30Ba-
TeNs ABNSETCA 0053aTENbHOA.

Takke cnefyet pasnuyatb 3/MEKTPOHHbIE (MaTHble AeHbrv (paBHbl rOCYAapCTBEHHbIM Ba/iloTaM) U
3MIEKTPOHHbIE He(hnaTHbIe feHbr (He paBHbI TOCYAAPCTBEHHbLIM Ba/IOTaMm).

OCHOBHble COBETbI N0 6e30MacHON pa60Te C 3NEKTPOHHbLIMN AEHbIAMW!

1. MpuBSXN K cHeTY MOOW/bHBLIA TeneoH. 3TO caMblil YA06HbIA U GbICTPLIA CNOCO6 BOCCTAHOBUTL
[OCTYN K cyeTy. MNprBA3aHHbIN Tened)oH MOMOXET, eciv 3aby/iellb CBOI MMaTeXHbIiA Napob UK 3aijellb
Ha caliT C HE3HaKOMOr0 YCTPOIACTBA;

2. Vcnonb3yii oHopa3oBble Naponu. Mocne nepexoaa Ha YCUNeHHY0 aBTopu3aLuio Tebe yxe He 6y-
[T YrpoXkaTb OMACHOCTb KPaXKn UMW nepexBaTa NIaTeXXHoro napons;

3. Bbi6epu cnoxkHblli naposb. MpecTynHuKam 6yAeT He NPOCTO YrafaTb CNOXHbIV Naponb. HagexHble
naponn - 3To Naponu, KOTOpble COAEPXKaT He MeHee 8 3HAKOB W BK/IHOYAOT B CeOSl CTPOUHbIE U MPOMUCHbIE
OYKBbI, LM(PPbI 1 HECKOMIbKO CUMBOJIOB, TakKMe KaK 3HaK [onnapa, (yHTa, BOCKAMLIATENbHbIA 3HAK W T.1.
Hanpumep, $tROng!;;

4. He BBOAW CBOM NNYHbIE [laHHble Ha caliTax, KOTOPbIM He [JoBepsieLLb.
DJICKTPOHHAS 1OYTA

SNeKTPOHHas nouTa - 3TO TEXHONOMUA Y MPefoCTaB/seMble el YCIyrn No Nepecblike 1 NoyYeHunto
3N1EeKTPOHHbIX COOBLLEHNIA, KOTOpPbIE pacnpeseniatoTCs B KOMMbIOTEPHOM ceTU. O6bIYHO 3M1IEKTPOHHBIA MOY-
TOBbIV ALUMK BbIFNAANUT CNeAYIOLLMM 06pa3oM: UMS_NoMb3oBaTena@ums_foMeHa. Takke Kpome nepejaqm
MPOCTOro TEKCTa, UMEETCH BO3MOXHOCTb Nepeasatb (aisibl.

OCHOBHbIe COBETbI N0 6e30nacHoi paboTe ¢ 3N1EKTPOHHOW NOYTOA:

1. Hago BbIGpaTh NpaBW/IbHbIA MOYTOBLIV CEPBUC. B MHTEpPHETE €CTb OrPOMHLINA BbIGOP 6ecrnaTHbIX
MOYTOBbIX CEPBMCOB, OAHAKO NyuLLle JOBEPATb TEM, KOFO 3Haellb 1 KTO NepBblii B PENTUHTE;

2. He ykasbiBail B IMYHOW MOYTE IMYHYIO MHOpMaLuto. Hanpumep, nydile BblopaTh “"My3biKaslb-
Hbln_thaHaT@" nnm "pok2013" BmecTO "Temal3";

3. Vicnonb3yin aByxaTanHyto aBTopM3alMio. 3TO Korga noMUMO Napons Hy>KHO BBOAWTL KOA, MPUCHI-
naemblii no SMS;

4. Bblbepu CNoxXHbIA Naposb. 18 KaX4oro NoYToBOro slMKa AOMKEH ObiTb CBOW HALEXHbIN, YCTO-
YMBbIVA K B3/IOMY Napo/ib;

5. Ecnu eCcTb BO3MOXHOCTb HanmncaTb caMoOMY CBOI IMYHbIA BOMPOC, UCMOMb3YiA 3TY BO3MOXHOCTb;

6. Vicronb3yii HECKO/bKO NMOYTOBbIX ALLIMKOB. [epBblIii 415 YaCTHOW Mepeniucky ¢ agpecatamit, KOTo-
PbIM Thl JOBEPSELLb. STO 3NEKTPOHHbINA agpec He Hafo UCNO/b30BaTh MPU PErMCTPaLMM Ha (hopymax 1 caii-
Tax;

7. He oTkpbIBail haitsibl 1 gpyrue BNOXEHWUS B NMUCbMaXx, AaXKe €CIM OHW NPULLAN OT TBOMX APY3ell.
JNyduie yTOUHW Y HUX, OTNPABASAN N1 OHW Tebe 3TK thaitsbl;



8. NMocne OKOHYaHWsA paboTbl Ha MOYTOBOM CepBUCE Mepes 3aKpPbITUEM BK/IaAKMN C CanTOM He 3abyadb
HaxKaTb Ha "BbIATN".

Knﬁepﬁymmnr HJIM BUPTYaAJbHOC U31€BATEJILCTBO

KnbepOynnmHr - npecnefoBaHve COO6LEHNAMIN, COAEPXKALLMMU OCKOPOIEHNS, arpeccuto, 3anyrmsa-
HWe; XyIMraHCTBO; coLpanibHOe 60MKOTUPOBaHNE C MOMOLLbHO Pa3NYHbIX MHTEPHET-CEPBUCOB.

OCHOBHbIe COBETbI M0 60pb6Ee C KNBepOyNMMHIOM:

1. He Gpocalics B 60i. Jlyuywunii cnoco6: NocoBeToBaTbCs Kak Cebs BECTW W, CIM HET TOr0, K KOMY
MOXHO 06paTWTbCs, TO BHaYase YCroKoMTbCs. ECM Thbl HAYHELWb 0TBeYaTb 0CKOP6IEHMAMI Ha ockopbe-
HUS, TO TONMbKO elLe 60/bLUE Pa3OXOKELLb KOH(INKT;

2. YnpaBnsii CBOeN KnbeppenyTayuei;

3. AHOHVMMHOCTb B CETWM MHUMas. CyLLeCTBYHOT CMOCOObI BbISSCHUTb, KTO CTOMT 3a aHOHUMHbIM aKKa-
YHTOM;

4. He CTOUT BECTM XYNUraHCKUIA 06pa3 BUPTYanbHOW XM3HW. IHTEpPHET (MKCMpYeT Bce TBOM [eid-
CTBMS U COXPaHSET UX. YAanuUTb X 6yaeT KpaitHe 3aTpyaHUTENbHO;

5. Cobntofaii CBOK BUPTYaslbHYHO YeCTb CMOMOAY;

6. VIrHOpUpyi eanHNYHBIA HeraTuB. OHOPa30Bble OCKOPGUTE/bHbIE COOBLLEHNS NydLle UTHOPUPO-
BaTb. O6bIYHO arpeccust NpekpalLlaeTcs Ha HavanbHOW CTaauu;

7. BaH arpeccopa. B nporpammax 06MeHa MrHOBEHHbIMM COOBLLEHMSMY, B COLMa/bHbIX CETSX €CTb
BO3MOXXHOCTb G/IOKMPOBKM OTMNPaBKM COOGLLEHWIA C onpefieNneHHbIX afpecos;

8. Ecnn Tbl cBUAETENb KnGepbynmHra. TBOM AeCTBUA: BbICTYNUTL NPOTMB NPECNeaoBaTens, noka-
3aTb MY, YTO ero eicTBMS OLEHMBAIOTCA HEraTMBHO, MOAAEPXKATb XKEPTBY, KOTOPOI HY>Ha NCUMXON0TMYe-
CKas MOMOLLb, COOOLLMTbL B3POC/bIM O (haKTe arpecCMBHOIO MOBEAEHNS B CETM.

MooOnabHbIi TeaedoH

CoBpeMeHHble CMapT(OHbI 1 NAHLWETbI COAePXKaT B Ce6e BMOIHE B3POC/bIA (PYHKLMOHAN, 1 Tenepb
OHW MOTYT KOHKYPMPOBATb CO CTaLMOHAPHbIMI KOMMboTepamn. OfHAKO, CPEACTB 3allWTbl 4711 NOA06HbIX
YCTPOICTB MOKa 04YeHb Masio. TeCTUPOBaHMeE W MOUCK YA3BUMOCTEN B HIX MPOUCXOAMT HE TaK MHTEHCUBHO,
Kak ans MK, To )e caMoe KacaeTcsi U MOBUbHBIX MPUIOXKEHNIA.

CoBpeMeHHble MOBU/bHbIE Gpay3epbl YXKe MPaKTUYeCKW AOTHa/IM HACcTO/bHbIE aHaorW, OfHaKO pac-
LumpeHne yHKLMOHaNa BNeyeT 3a Co601i 60/bLLYHD CNOXHOCTb U MEHbLLYHO 3aLLIMLLEHHOCTb.

[laneko He BCe MPOW3BOAMTENN BbIMYCKAOT OOHOBMEHNS, 3aKPbIBAOLLME KPUTUYECKME YSI3BUMOCTM
ANsi CBOVIX YCTPOCTB.

OCHOBHbIe COBETbI A/ 630MacHOCTV MOOW/IBHOTO TeneoHa:

Huyero He ABNSETCA MO-HACTOALEMY GecniaTHbIM. Bylb OCTOPOXeH, Beflb Koraa Te6e npeanararoT
GecnnaTHbIV KOHTEHT, B HEM MOTYT BbiTb CKPbITbI KAKME-TO NAaTHbIE YCIYTW;

[ymaii, npexae yem oTnpasuTs SMS, GoTo unm Buaeo. Tbl TOYHO 3HaELLb, FAe OHU OYAyT B KOHEu-
HOM uTore?

Heo6x041M0 06HOB/STL OMEPALIMOHHYIO CUCTEMY TBOErO0 CMapT(OHa;



icnonb3yii aHTUBUPYCHbIE NPOrpaMmbl Ans MOGU/bHBIX TenedoHOB;

He 3arpy<aii NpunoXxeHns 0T HEM3BECTHOTO MCTOYHWKA, BElb OHU MOTYT COAEpPXXaTb BPEAOHOCHOE
nporpamMMHOe obecneyeHue;

Mocne TOro Kak Tbl BbliAfelb C CainTa, rae BBOAWA MYHYHO MH(OPMaLMIo, 3aimM B HACTPONKKN Gpay-
3epa u yaanm cookies;

Meproanyecky NPoBepsiii, Kakne naaTHbIE YCIYrn akTMBMPOBAHbI Ha TBOEM HOMEPE;
[aBali cBoli HOMep MOGU/IbHOTO TesleoHa TOMbKO NOASM, KOTOPbIX Thi 3HAELLb 1 KOMY [0BepsieLLb;

Bluetooth go/mkeH 6bITb BbIKNKOUEH, KOFAa Thbl UM He NO/Mb3yellbcsi. He 3abbiBaii MHOT4a NPOBEPSATH
aTo.

Online urpor

CoBpeMeHHble OHMaH-UIPbl - 3TO KPacoUHble, 3aXBaTbIBAOLLVE PA3BEUEHNS, 00beANHSIOWME COTHU
TbICSIY YeNOBEK MO BCEMY MUPY. VIFPOKM MCCneayroT AaHHbIA UM MUP, 06LLA0TCS ApYr C APYroM, BbINos-
HSIIOT 3a/1aHusl, CPAKAKOTCSA C MOHCTPaMU 1 MOYYatoT OMbIT. 32 Y0BO/bCTBME OHW NNATAT: NOKYNatoT AWCK,
onnayvBatoT abOHEMEHT MM NPUOGPETAIOT KaKne-TO OMLMN.

Bce 3Tv cpeacTea MAYT Ha NoAJepaHWe 1 pasBUTME UIPbl, @ TAKXKE Ha camy 6e30MacHOCTb: COBep-
LLIEHCTBYIOTCS CUCTEMbI aBTOPM3aLMK, BbINYCKAKOTCS HOBbIE MaTuy (LM(POBble 3aniaTKu Ans Nporpamm),
3aKpbIBalOTCS YS3BMMOCTU CEPBEPOB.

B nofoGHbIX Mrpax CTOMT OMacaThCsl He CTO/MIbKO CBOMX COMEPHUKOB, CKO/IbKO KPaXKi TBOEro Naposis,
Ha KOTOPOM OCHOBaHa C/UCTeMa aBTOPU3aLIMM GOMbLUVHCTBA UTp.

OCHOBHbI€e COBETbI M0 6€30MacHOCTM TBOEr0 MIPOBOFO aKKayHTa:

1. Ecnwn gpyroii Mrpok BeaeT ce6si N0X0 UM co3AaeT Tebe HENPUATHOCTM, 3a6/I0KMPYIA ero B CNIUCKe
rPOKOB;

2. I'Io>|<any|7|c;| aAMUHUCTPaTOpPaM Urpbl Ha Naoxoe noBegeHNE 3TOro UrpokKa, >KenatesibHO NPUNoXXnTb
KaKne-To foKa3aTeNbCTBa B BUAE CKPNHOB;

3. He yKasblBaii NMMYHYHO MH(OpMaLMIO B Npodaline urpsbl;
4. YBaxalh ipyrmx y4acTHUKOB MO UTPE;

5. He ycTaHaBnmBai HeohuumabHble NaTym 1 Mojpl;

6. icnonb3yii CNoXHbIe ¥ pasHble Naponu;

7. [laxe BO BPeMs Urpbl He CTOUT OTKOYATh aHTMBMPYC. MoKa Tbl UFpaeLlib, TBO KOMMbIOTEP MOTYT
3apasuTb.

PumMHT WIN Kpaka JUIHBIX JaHHbIX
OGbIYHOI Kpaxkeii ieHer 1 JOKYMEHTOB CErOfHs Y>Ke HUKOTO He YAVBHLLb, HO C Pa3BUTHEM NHTEPHET-

TEXHO/OMMI 3/10YMbILLIEHHUKM NEePeEMECTUNNCL B MHTEPHET, 1 NPOLO/DKAKOT 3aHMMaTbes "NobuMbIM™ fe-
JIOM.



Tak nosBunacb HOBas yrpo3sa: MHTEPHET-MOLUEHHUYECTBA NN (DULLIKHT, FaBHas Lieflb KOTOPOro co-
CTOUT B MOJTYYEHUN KOH(IMAEHUMAbHBIX LaHHbIX MO/b30BaTENIEN - NIOFMHOB M Naponei. Ha aHrnuniickom
A3blke phishing unTtaetca Kak uwnHr (ot fishing - pelbHas noens, password - Naponsb).

OCHOBHbIe COBETbI N0 60pb6e C PULLMHIOM:

1. Cneaw 3a CBOMM aKkayHTOM. Ecnn Tbl N0f03peBaeLlb, YTO TBOSA aHKeTa 6blsia B3lOMaHa, TO He06Xo-
[AMMO 3a6/10KMPOBaTh ee 1 Co0BLNTL aAMUHUCTPATOpaM pecypca 06 3TOM KakK MOXHO CKOpeE;

2. VlCHOﬂb3yVI 6e30nacHble Be6-CaiiTbl, B TOM YmMCne, NHTEPHET-MarasmHoB 1 MNONCKOBbLIX CUCTEM;

3. Vcnonbayii cnoxHble 1 pasHble Naponu. Takum 06pa3oM, ecnm Tebs B3/IOMatOT, TO 3/10yMbILLIEH-
HUKW NOMyYaT JOCTYN TOMbKO K OAHOMY TBOEMY NPOU/ILO B CETU, & HE KO BCEM;

4. Ecnu Te6st B3nomanu, To HeobXxoAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOPbIE 106aB/eHb! Y
TebA B ApYy3bsX, O TOM, YTO TebGs B3/10Ma/N W, BO3MOXKHO, OT TBOEro MMeHW GyAeT pacchiiaTbCs Cnam W
CCbIIKN Ha (WMLLIMHTOBbIE CaiThl,

5. YcTaHoBM HageXHblin naponb (PIN) Ha MOBUbHBIA TenetoH;
6. OTK/IOUN COXpaHEHWe Nnaposs B bpaysepe;

7. He OTKpbIBaii (haiinbl 1 Apyrue BNOXEHMS B NMICbMAX, AaXKe €C/IM OHW MPULLAKN OT TBOMX APY3€il.
Jlyullie YTOYHM Y HUX, OTNPABASAN NI OHU Tebe 3TN (haiinbl.

HudpoBas penyrauus

LinchpoBas penytaums - 3T0 HeraTMBHas UM NMO3UTKBHAA MHQOPMaLKs B ceTn 0 Tebe. KomnpomeTu-
pyloLLas MHGopMaLMs, pa3MeLLleHHas B UHTEPHETE, MOXET Cepbe3HbIM 06pa3oM OTpasuUTbCA Ha TBOel pe-
aNbHOW XmM3HW. "Lindposas penytauus™ - 3T0 TBON UMUK, KOTOPbIA PopMUpyeTCa M3 MHopmaLum o Tebe
B MHTEPHeTe.

TBOE MeCTO >KMTeNbCTBA, y4ebbl, TBOE (PMHAHCOBOE MOJIOXEHMe, 0CO6EHHOCTY XapaKTepa 1 pacckasbl
0 6/IM3KMX - BCE 3TO HaKan/InBaeTcs B CETU.

MHorve nogpocTKN NErKOMbIC/IEHHO OTHOCATCA K Ny6AnKaumMm NMYHOM MH(opmauun B VIHTepHeTe,
He NoHMMas BO3MOXHbIX NOCMeACTBUIA. Thbl faXKe HE CMOXeLLb A0rafarbca 0 TOM, 4TO (hoTorpagus, pasme-
LeHHast 5 neT Hasaf, CTana NPMYMHON 0TKasa NpPUHATL Tebst Ha paboTy.

KommeHTapuu, pasmelLeHre TBOMX (DOTOrpaduin u Apyrue AencTBus MOryT He UCYE3HYTb AaXe nocne
TOrO, KaK Tbl UX YAaWLWb. Thbl HE 3HAeLlb, KTO COXPaHW/ 3Ty MH(OPMaLMIO, Nonasa M OHa B NMOUCKOBbIE
CUCTEMbI U COXPaHW/IACh /N OHa, a rMaBHOE: YTO NOLYMAIOT 0 Tebe OKPYXKaroLLMe N0AN, KOTOpble HanayT v
YBUAAT 3T0. HaiiTu MH(opMaL M0 MHOTO NeT CYCTA CMOXET /10601 - KakK 13 [06pbIX NOBYXAEHWIA, Tak 1 ¢
HamepeHNeM MPUYNHUTL BPeL. STO MOXET ObITb KTO YTOAHO.

OCHOBHbIe COBETbI M0 3aLLmTe LM(POBOV penyTaLum:
1. MNopgymait, npexze Y4eM 4TO-TO Ny6/IMKOBATL U NepefasaTb Y cebs B 6/10re UK B COLMAIbHON CeTu;

2. B HacTpoiikax npogwmns ycTaHoBM OFpaHMYeHUs Ha MPOCMOTP TBOEro NPOQuMAsS U ero CoAepXKNMO-
ro, caenaw ero TonbKO "ans apysen’™;

3. He pa3smelLjaii 1 He yKasblBali MH(OPMaLIO, KOTOPasi MOXKET KOro-11M60 0CKOpP6STL UK 06UXKaTb.

ABTOpCKOe MPaBo



CoBpeMeHHbIe LUKOTbHMKW - aKTUBHbIE NMO/Ib30BaTeNM LMPPOBOro npocTpaHcTBa. OAHAKO Aaeko He
BCE 3HAOT, YTO NOMb30BaHME MHOTVMK BO3MOXHOCTAMU LMPOBOro mMupa TpebyeT cobntofeHMs npaB Ha
VHTENNEKTYabHY COBCTBEHHOCTb.

TepMUH "MHTeNneKTyabHass COGCTBEHHOCTL" OTHOCUTCS K PasINYHbIM TBOPEHUSM Ye/I0BeYeCKOro
yMa, HauyMHasa C HOBbIX M3006PETEHNI N 3HAKOB, 0603HaYatOLLMX COBCTBEHHOCTb Ha NMPOAYKTbI U YCAYrn, U
3aKaH4YMBas KHUramu, hotorpamamMmm, KNHOUIbMaMN U My3blKa/IbHbIMU NPOU3BEAEHUAMM.

ABTOPCKMe NpaBa - 3T0 NpaBa Ha UHTENNIEKTYa/lbHY COBCTBEHHOCTb HA MPOM3BEAEHMS HayKK, NnTe-
paTypbl U UCKYycCTBa. ABTOPCKME MpaBa BbICTYMAlOT B KAuyeCTBE rapaHTUWM TOrO, UTO WHTEN/EKTYaslb-
HbIA/TBOPYECKMA TPy aBTOpa He GYAET HanpacHbIM, AacT eMy CrpaBef/IMBble BO3MOXHOCTM 3apaboTaTb Ha
pe3y/nbTaTax CBOEro Tpy/aa, NOMYyYnTh M3BECTHOCTb M NPU3HaHKE. HUKTO Ge3 pas3peLleHns aBTopa He MOXKET
BOCMPOV3BOANTL €r0 NPOW3BEAEHME, PACNPOCTPaHATL, NY6NYHO AEMOHCTPUPOBATh, NPOAaBaTb, UMMOPTU-
poBaTb, NycKaTb B MPOKAT, Ny6/INUYHO UCMOMHSATL, NOKa3bIBATL/UCMONHATL B 3IMpe UK pasMeLiaTb B WH-
TepHeTe.

icnonb3oBaHue "MMpaTcKoro” nporpaMMHOro obecnevyeHns MOXKeT MPMBECTU K MHOTUM pUCKam: OT
noTepy JaHHbIX K TBOMM akkKayHTam [0 6/I0KMPOBKM TBOEro YCTPOWCTBA, IAe YCTaHOB/IEHA HeslerasibHas
nporpaMma. He CToMT Takxke 3abblBaTb, YTO CYLLECTBYHOT flerasibHble U 6ecrnnartHble NporpaMMbl, KOTOpble
MOXHO HaWTW B CETU.

O nopraJue
CeTEBVILIOK.p(p - TBOW rNaBHbI COBETUUK B CETWU. 3,D,€Cb Tbl MOXELWb Y3HaTb O 6e30MacHOCTU B CETU

MOHSATHLIM 1 JOCTYMHbIM 3bIKOM, @ MPX BO3HUKHOBEHUN KPUTUYECKON CUTYaLIMI 06PaTUTLCS 33 COBETOM.
A TaKXKe NPUHSATL YUacTHe B KOHKYPCax 1 CTaTb CamMbIM LIM(POBLIM FpaXKAaHHOM!



